This report provides the results of a scoping study evaluating the potential risk reduction value of a hypothetical, earthquake early-warning system. The study was based on an analysis of the actions that could be taken to reduce risks to population and infrastructures, how much t time would be required to take each action and the potential consequences of false alarms given the nature of the action. The results of the scoping analysis indicate that risks could be reduced through improving existing event notification systems and individual responses to the notification; and production and utilization of more detailed risk maps for local planning. Detailed maps and training programs, based on existing knowledge of geologic conditions and processes, would reduce uncertainty in the consequence portion of the risk analysis. Uncertainties in the timing, magnitude and location of earthquakes and the potential impacts of false alarms will present major challenges to the value of an early-warning system.
Executive Summary

Scope of Work
Len Napolitano, Director of Computer Sciences and Information Systems, asked Pablo Garcia, Senior Manager of Interdependency and Consequence Effects, to assemble a team to answer the following questions regarding the value of an earthquake early warning system for infrastructures:
 What is the impact of uncertainty?  How much warning time is needed?  What is the cost of false alarms?  What is an acceptable confidence level?
The team added the following questions to help address the initial study questions:  What could be done, in what timeframe, to reduce risks?  What can we learn from existing early warning systems (for earthquakes and other threats)?
Summary of Answers
 What is the impact of uncertainty? Existing earthquake warnings provide lots of lead time but are highly uncertain; leading to inconsistencies in how decisions are made regarding building codes, the installation of protective measures and levels of preparedness ( Figure 1 ). Event notification systems, which provide certainty, are the current mechanism for warning the public and changing infrastructure operations. Even with certainty, the response and preparedness vary by location and from individual to individual.  How much warning time is needed? Warning time requirements will vary depending on the options that exist for protecting the population and infrastructures. The options evaluated in this study are summarized in Table 1 on the next page.  What is the cost of false alarms? The answer to this question also depends on the options that exist for protecting the population and infrastructures, the timing of and the location where the false alarm occurs. General categories of consequences for false alarms are included in the summary table on the next page.  What is an acceptable confidence level? The confidence level required for implementation of specific options will depend on the relationship between costs and benefits for that option and the characteristics (e.g., economic activity, transportation modes, evacuation capacity, and population capabilities) of the region where the option would be implemented. Answers to this question will also be subject to the resources and risk management decisions in each region. We provide a qualitative, general cost-benefit analysis for each infrastructure. There are too many regions and uncertainties to provide quantitative results at this point. Long-term Advanced Earthquake Warning -The U.S. Geological Survey (USGS) issues seismic hazard maps ( Figure 2 ) and more detailed ShakeMaps; 1 these maps provide a model-based warning system for earthquakes with associated uncertainties. ShakeMaps are provided following an event and for scenariobased planning. ShakeMaps show perceived, measured, and interpolated ground motions (peak ground acceleration, peak velocity) and qualitative estimates of damage (none to very heavy). The earthquake hazard maps show the distribution of peak ground accelerations with a specified probability of occurrence (generally 2, 5, or 10%) in a given time frame (generally 50 years). The probability and magnitudes are based on geologic conditions, and the distribution of ground motion is based on the bedrock physical properties. The USGS earthquake hazard maps are used to inform decisions about building codes and permits. Building codes are not uniform or consistent from location to location. Even within the same location; the regulations have changed over time with older buildings meeting different standards than newer construction. Uncertainty in the timing, magnitude, and location of seismic activity leads to variability in regulations and heterogeneity in the perception of earthquake risks. The U.S. Department of Transportation (DOT) uses ShakeMaps to design the bridge monitoring system and set bridge inspection priorities following an event. These maps are also used in setting insurance rates and land-use planning decisions.
Figure 2. Seismic Hazard Map for the Continental US 2
The Federal Emergency Management Agency (FEMA) provides a tool -the Hazards U.S. MultiHazard (HAZUS-MH) 3 -for estimating potential earthquake impacts based on building types, time of day the event occurs, and the event characteristics. (HAZUS-MH uses ShakeMap input for ground motion estimates.) This FEMA tool is primarily an empirical model of damage, secondary hazards (fire), and population locations as a function of time of day. HAZUS-MH also projects population displacement due to loss of shelter (due to damage from ground motion and fire), population casualties (fatalities and by severity of injury), and damage to utilities. HAZUS is generally used for preparedness purposes (drills, emergency services planning, and training).
Earthquake Notification -Once seismic activity begins, broadcast and social networks inform the population of the event. In Japan, where they have automated notification and certain systems have seismic-wave detection, actions can be taken in the few seconds (generally 0.1 to 15 sec, depending on the location relative to the earthquake and earthquake magnitude) before the surface waves arrive at the location. 4 Seismic waves move at different rates through different materials. Compression waves (P waves) travel the fastest (V p generally 5.5 -7 km/s) through the earth's crust; hence they are used to trigger alarms and automated protective measures. Surface waves (Love and Rayleigh) are the slowest (traveling at speeds of 1 to 5 km/s) and can be the most damaging. 5 Given that Rayleigh waves travel at about half the speed of P waves, the amount of time to react can be estimated as a function of the distance from the epicenter ( Figure 3) . Note, however, that the area damaged and the causes of damage within that area will vary due to differences in the geologic and structural conditions, the magnitude and depth of the earthquake, and location relative to secondary events triggered by the earthquake (e.g., fire, landslide, tsunami, liquefaction). Another Reason Why Location Matters -The area over which damage occurs and ground motion will be felt depends on the regional geologic conditions. Risk perception and therefore preparedness will also vary as a function of the frequency of events in the region or similar regions (Figure 4 ). Tsunami Warning System -Tsunamis are more likely to follow large (generally greater than moment magnitude 7), shallow earthquakes below the seabed. There is a tsunami warning system for events in the Pacific Ocean. The seismic event triggers the warning, but the time to act depends on the location relative to the event. The actions taken in response to the warning are evacuating people from the low-lying coastal areas that are at risk and shutting down nuclear power plants. A warning time of minutes to hours provides time for people to move toward safer locations and for automated adjustments to infrastructure operations that reduce risks.
Hurricane Warning System 8 -The National Oceanic and Atmospheric Administration (NOAA) uses atmospheric and ocean data (winds, temperatures, and humidity) and models to provide hurricane warnings. The hurricane warning system provides probabilities of hurricane force winds (by location over time) and the expected magnitude of winds and potential storm surge height at landfall. Longterm preparedness can be guided by pre-event Sea, Lake, and Overland Surges from Hurricanes (SLOSH) 9 model results that provide a maximum-of-maximums estimate of inundation as a function of hurricane category. These warnings evolve over time as conditions change and become more certain. If the magnitude of the hurricane or projected rainfall is great enough (based on modeled damages, but there is no fixed trigger), state and local agencies implement evacuation plans for specified areas about 48 hours before projected landfall. Evacuation plans are based on experience and models. Infrastructures prepare in different ways. For example, oil and gas production is shut-in and crews are evacuated from offshore rigs about 48 hours before the hurricane is expected in the area (time before landfall will depend on the velocity of the storm), chemical and nuclear facilities are shuttered (safe shut down) about 48 hours prior to landfall, additional fuel and currency are moved into the region, and emergency supplies are pre-positioned.
Tornado Warning System -This national warning system is issued by the National Weather Service 10 and further broadcast by television, radio, and subscription news services. Weather alert radios and local warning sirens further enhance this system, which provides different levels of warning (tornado watches) and event notification (tornado warnings indicate funnel clouds have been spotted) that provide seconds to minutes of time for individuals to move to safer locations. Schools drill for tornado events. Individuals vary in their responses. Areas with higher frequency of tornados sometimes have designated storm shelters in communities.
Question 2: What could be done, in what timeframe, to reduce risks?
What can be done is a function of the lead time provided by the warning. There are three categories of activities: Protection, Preparedness, and Response. The appropriate activities are dependent on the amount of lead time afforded by the warning.
Protection (years) -With a long lead time of years provided by predictive modeling and knowledge of geologic and seismic conditions, protection activities that can be accomplished include:
 Decrease building and facility fragility (to protect people from building collapse and hazardous substances) through building codes and plant and infrastructure designs for earthquakes and other hazards. 11 (Note there will be competing issues: above-ground infrastructure (telephone and power lines, windows, buildings) is more vulnerable to wind (tornados), but below-ground facilities and equipment are more vulnerable to flooding. In some cases, underground utilities (e.g., water wells, pipeline) can be more vulnerable to earthquakes.)  Move vulnerable structures (buildings and infrastructure) out of zones where hazards (liquefaction, large magnitude events, flooding) or construction costs make prevention infeasible (to reduce damage and perturbations).  Develop stockpiles to offset the anticipated disruptions in critical supplies.  Ensure sufficient back-up power supplies will be available for critical functions.  Install protection systems. In pipelines, install numerous cut-off valves to limit the amount of material that is spilled or lost in the event of a rupture. There are motion-and pressure-sensitive valves that will close and thereby reduce the amount of material spilled. These valves are expensive, so their use is neither ubiquitous nor frequent. There is currently a bill in California that, if passed would require automatic and remote-controlled shut-off valves throughout the gas pipeline system. 12 Reducing the distance between valves in a natural gas pipeline (transmission or distribution) reduces the amount of fuel available for fires. If it were feasible to use these valves in hazardous liquids pipelines, environmental hazard cleanup costs, lost product, and recovery times could be reduced. Seismic shut-off valves for homes and businesses (i.e., at the distribution level) are available and cost about $100 to $1000 each (depending on size). California building codes require seismic shut-off valves.
 Replace/modify equipment to reduce vulnerability. At chemical processing facilities, the greatest number of documented failures (resulting from earthquakes) are:
13 o Liquid storage tanks -These tanks are more susceptible to damage because sloshing of tank contents from ground shaking will affect (weaken) the walls of the tank more than for tanks containing gas and solids.
o Leg-supported heavy structures -These structures are suspended above ground by support legs. Ground shaking can cause failure of the legs, resulting in collapsed structures ( Figure 5 ).
o Pipes -Underground pipes are especially prone to damage (compared to above-ground pipes.) Detection of pipe damage and leaks is more difficult for underground pipes. Pipes transporting chemicals often use ceramics, glass, or similarly brittle material to prevent corrosion; making them more vulnerable than typical all-metal pipes.
Figure 5. Butane Storage Tank and Water Towers with Legs
Preparedness -Preparedness actions are what can be done during the period of Event Notification (seconds for ground motion, seconds to hours for tsunami, days for hurricanes). The following are the types of actions that can be taken in those time periods. Planning and implementing the systems necessary to perform these actions could take years.
 Safe shut-down for hazardous operations -Valves can be closed in seconds, fast-moving vehicles such as bullet trains can be slowed, nuclear power plants in potential power outage areas as well as those at risk for damage can be shut down in minutes to hours, and chemical plants can be shuttered in one to two days.  Rapid isolation of reactive vessels and process plants is considered the most effective step toward preventing loss of containment or limiting the size of loss for hazardous chemicals. Three options for achieving emergency shutdown include:
o Manual valves -This is the most time-consuming option, it may place operators in danger, and the valves may only be fitted for maintenance work (thus they may not provide the most effective means for achieving emergency isolation).
14 o Auto process trips or shut-off valves-May not provide a tight shut off. Such valves must also be fireproof.
o Remotely operated shut-off valves -These can be automatic or manual.
 Install shelters -If shelters have been installed prior to the event notification, injuries and deaths would be reduced by making it possible to evacuate to a safer place in the time available. Otherwise, facilities and structures should be identified that can be used as emergency shelters.  Evacuate people -If the following improvements are made to the warning systems and evacuation capabilities, injuries and fatalities could be reduced. o Improve warning systems by using new technologies in new ways -text broadcast to all within cellular towers that are in the area at risk with a pre-scripted instruction. Cellular towers have the capability to broadcast voicemail or text messages to visible users. The primary issue is bandwidth, which renders text messaging the more viable option, but there will still likely be a bandwidth issue. Warnings will need to be issued in waves and there would need to be a way to prevent nonemergency system uses of the bandwidth. Emergent calling behavior will tie up cell towers.
o Improve population evacuation capability -Drill, train, and increase compliance among the citizenry. Create in situ earthquake/storm shelters in the riskiest buildings and provide an exit in every classroom. If these improvements are in place before the event notification occurs, injuries and deaths can be reduced for the population at risk.
 Teach individuals what to do -To reduce injuries and deaths, drill and train on the recommended actions to take to minimize personal risk in the event of an earthquake. 15 If citizens cannot evacuate to a shelter, there are actions that can be taken to reduce the likelihood of injury or death.  Don't turn off (e.g., to start a maintenance procedure or test) any infrastructure that may aid in emergency response (electric power, telecommunications).  Increase communications capacity for emergency services (stop incoming calls) as there will be dependencies that impact the warning system. (The warning may produce a "calling event.")  Stop traffic from entering multi-level highways and bridges (This action would require new, safe mechanisms to occur safely in a matter of seconds.)
Response (during and after the event) -If changes are made to reduce the risks, response systems will change. Otherwise the only way to reduce the consequences (other than those noted above) is to reduce response and recovery times and increase response and recovery capacities.  In an emergency, chemical plants have processes to reduce the risks. Some chemical production processes (such as those associated with polymer production) are referred to as runaway reactions. Runaway reactions are generally exothermic and may become unstable, releasing large amounts of energy and thereby causing unsafe conditions. Sometimes these processes will be doused with water in an attempt to control the reaction. Another mitigation strategy for addressing these reactions is that some plants have emergency safety dumps. 16 In these dumps, the chemicals can safely be disposed of and contained. The time required to do so would depend upon the volume of chemical being disposed.
 The National Infrastructure Simulation and Analysis Center (NISAC) developed a Dynamic Prioritization Methodology (DPM) for hurricanes and earthquakes. The DPM is a multistep process that incorporates incident-specific conditions and data into a rapid, systems-based, risk-analytic framework to provide a prioritized list of actionable infrastructure restoration steps for application by disaster-recovery decision-makers. The DPM process considers competing and cascading objectives related to casualty minimization, public health and safety maximization, and economic cost minimization, over a time horizon under which restoration efforts will be implemented.
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Question 3: How much warning time is needed?
The time required depends on the actions that could be taken and the systems involved.
 Evacuation (for able-bodied and prepared individuals and groups) -People can duck and cover in a few seconds, provided there is adequate space nearby under desks or tables. People can exit a building in minutes. People can leave an area by foot or vehicle in minutes to hours (depending on such variables as size of area, proximity to boundary, mode of transport and congestion/available capacity of pathway). People can leave a city in days.  Relocation -A population can be relocated over months to years.  Automatic controls -Switches can activate in fractions of a second. Automatic valves can close in seconds. Traffic can be re-routed to its destination in minutes to days, depending on the system and conditions (amount of congestion and retry behaviors).  Safe shutdown processes-Can take seconds to hours to days, depending on the system.
The chemical sector provides an example for evaluating the amount of time needed for safe shutdown of hazardous processes. Because of the high degree of variability of chemicals produced by the chemical processing sector, there is a great deal of variability in plant designs, manufacturing processes, and emergency responses plans. It is therefore difficult to generalize about emergency response processes across the entire sector. However, some rules of thumb do exist:
 In general, chemical production facilities (especially petrochemicals) will halt operations 48-72 hours in advance of a hurricanes landfall. This protective measure is presumably intended to prevent hard shutdowns that could result from loss of power or damage to the facility. This action is intended to ensure containment of potentially toxic chemicals and allow evacuation of employees.
 Shutting down processing operations cannot be done rapidly. Safely shutting down all operations generally requires at least 24 hours.  Chemical processing facilities have emergency response plans to address a set of hazardous scenarios. It is likely these plans address a range of scenarios that include no-notice, shortnotice, and advanced notice events. Emergency responses will vary by plant and by scenario. These plans are generally filed with Local Emergency Planning Committees. The consequences of false alarms for tsunamis are similar to those for hurricanes, because of the similarity in the actions that can be taken. The regions impacted and total costs (lives, injuries, dollars) will differ from event to event. Each type of action has different types and potential magnitudes of consequences in the event of a false alarm:
 Stop a hazardous process -it is expensive, it takes time to restart it, and there is lost revenue each time.
 Evacuate a building -Delayed productivity, possible reduction in compliance with evacuation orders the next time an alarm is sounded, and some likelihood of accidents (leaving processes unattended, congestion, tripping).
 Evacuate an area -Lost or delayed productivity, possible accidents and injuries due to traffic congestion, and possible reduction in compliance with future evacuation orders (until the time after something bad happens).
 Evacuate a city -Can it be done? It has the same risks as evacuating an area; but with increased magnitude (higher probability of failure and greater numbers of people impacted).
The cost of false alarms for earthquakes also depends on the actions that can be taken. Assuming that the only viable alternative to the long-term warnings provided by USGS, are event notifications that provide less than 30 seconds to take action; the costs will be due to disruptions of automated processes (switches or valves closing that must be reset) and people interrupting normal activities to move to safer locations. There could be accidents if people leave hazardous processes running unattended or suddenly change direction in response to the warning. Training and exercising behavioral actions should decrease the risks by making the actions more predictable and safer.
If alarms are used, very quick approximations of magnitude and epicenter location and depth are used to inform the actions (e.g., stop all bullet trains). Improving the estimates of earthquake characteristics; mapping the characteristics to specific types of damage, locations of the damage, and actions needed to reduce the risks -all while keeping the calculation time very short -might be one of the only ways to reduce false positives and improve outcomes for events for which the costs of false positives are high or for which false positives might lead to low compliance or no action when action is required to save lives.
Key Issues
There is an early warning system for earthquakes -but it is a prediction with temporal, spatial, and magnitude uncertainty. It is a difficult risk quantification, communication, perception, and mitigation problem. If an alert system could be developed, it might reduce the temporal uncertainty, but it is not clear that it would reduce the magnitude or spatial uncertainty. There is also an event notification system for earthquakes and for tsunamis that may be triggered by the seismic event (Figure 1) . Improvement in the event notification system would increase the time people have to move to a safer location (out of and away from multistory buildings, schools, auditoriums, or warehouses and into a shelter). Training could be used to reduce the time required for evacuations. New shelter-in-place systems could be designed and installed, building codes and building construction changes could be made to decrease the vulnerability to earthquakes and/or reduce evacuation times to seconds rather than minutes. Alarm systems based on improved damage and earthquake estimation methods could reduce some risks but further study is needed to quantify the risks and benefits. For example, although closing bridges might save lives, there are many factors that require further analysis to determine whether or not closing bridges would provide a net benefit. Bridges might provide an important evacuation capability or fast route for emergency services. Wrecks might increase with congestion.
